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AHHOTAIUA

B cratee paccmarpuBaercs mpumep pasBopaunBaHusi wHGpacTpykTyphl CRM-
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Abstract

The article describes an example of deployment of CRM-system infrastructure for
small organizations on the basis of a free open-source CRM-system SugarCRM.
The infrastructure includes: an application server, a database server and a gateway
server.
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BBoanas yacth

B Hacrosimee Bpems s OpeanpuATHs JHOO0r0 pa3Mepa KpaiiHe Ba)KHO
UATH B HOTY CO BPEMEHEM U BHEIPSTh COBPEMEHHBIE NTPAKTUKHU BEICHUs OM3HECA.
OpHa U3 TakuX NPaKTUK — OpUHIATHE Mojaenu B3anMozeiictBuss CRM, ocHOBaHHOM
Ha TOCTyJIaTe, YTO LEHTpoM (unmocodun Ou3Heca SBISETCS KIMEHT, a TJaBHBIC
HaIIPaBJICHUS NESTEIbHOCTH OPraHU3alW{ — 3TO IPUHATHE MEP IO MOBBILICHUIO
3¢ (HEeKTUBHOCTH OOCITYKUBAHUIO KIIMEHTOB, 00ECIIEUEeHUSI POCTa YPOBHS MPOJAXK U
YIIyYIICHHUs] KadeCTBa IMPOBOAMMBIX MApPKETUHIOBBIX KaMIIAHWK. OTa MOJEIb
10JIpa3yMeBaeT MCIOJb30BaHUE B MOAABIIAIOIIEM KOJIMYECTBE OM3HEC-IPOLIECCOB
KOMIIAaHUM IIPOrpaMMHOr0 00ecledeHtsl, MpeaHa3HaueHHOTO JUIsl aBTOMATHU3aluN
CTpaTeTuii B3aUMOJEHUCTBUS C KIMEHTAMH M 3aKa3dyMKaMHu. OJTO IPOrpPaMMHOE
o0ecriedyeHHe — CUCTEMa YIPABJIEHUS B3aUMOOTHOLIEHHS C KIMEHTaMU —
Ha3biBaeTca CRM-cucremoi. Ceiiuac Ha peiHke CRM-cucteMm mnpeacTaBlIeHO
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00JBIIOE KOJIMYECTBO HWIPOKOB, NPEIJIArarolIMX HPOAYKTHl CaMOIro pPa3HOTO
ypoBHs. llpu »3TOM, 1IpM aHanu3e OTUX NPOLYKTOB  IPOCIEKUBACTCS
OIpEIECNICHHBIA TPEHI — YPOBEHb BO3MOXKHON MOAN(DUKAIIMM CUCTEMBI IO HYK/IbI
KOHKPETHOM KOMIIAHUM MPSMO IPONOPLHUOHAIEH €€ CTOMMOCTU. Takum oOpaszom,
HEOOIbIINE OpraHu3alMi, KOTOPbIM, B CHJIy poOJa HUX JEATEIbHOCTH, HYXXHO
BHEceHUE omnpeneneHHbix moaudpukaunii B CRM-cucreMy, CTaJKMBAalOTCA C
Cepbe3HOM NpOOJIEMONl — OHM HE MOIYT HAalTH CHUCTEMY, KOTOPYH) MOXHO
MOJICTPOUTH O HYKJbl OpraHU3alliH, TaKyl0, YTOObIl CTOMMOCTh €€ BHEIPEHHUS
COOTBETCTBOBAJIA OrPAaHMYEHHOMY OIOJKETy KOMIIaHWHW. VIMEHHO 1o 3Tou
OpUYMHE B CTaThe OYIET PACCMOTPEHO pa3BepThIBaHUE HHPPACTPYKTYpHl Ha
ocHOBe OecmuiatHoi Bepcuu (community edition) CRM-cuctemsr SugarCRM,
MOIXOJISIIIIeH Jy1st HeOoIbIon opranu3amnuu (10 40 paOOTHUKOB).

K Takum opraHusanusMm, B 4aCTHOCTH, MOTYT OTHOCHUTBHCS YHPABIISIOLINE
KOMIAHUM  (TOBapHILECTBa  COOCTBEHHMKOB  JKMJIbs) JUIA  YIPABJICHUSA
MHOTOKBapTHUPHBIMU JOMamMu. B HacTosmuid MOMEHT Takue OpraHu3aluu
UCHOJB3YIOT OO0JBIIOE KOJIMYECTBO MH(POPMALIMOHHBIX CUCTEM, KOTOPBIE MOXHO
OTHECTM K IIATHM KiaccaM. B coorBerctBum ¢ [l], k derBeproMy Kiaccy
UHPOPMAILIMOHHBIX ~ CUCTEM  OTHOCATCA  OOJauyHble  TEXHOJOTMH, a K
NEPCIIEKTUBHOMY IIATOMY Kiaccy - MH(QOpPMallMOHHBIE CUCTEMBI, KOTOpbIE OyAyT
MCTIOJIb30BaTh TexHoJiornu MurepHera Bemen. Ho, HeCMOTpsl Ha SIBHBIM TPEH]
pa3BUTHUSL CTETIEHU HUCTOJb30BaHUS HHPopMmanuoHHbiXx cucteM B JKKX, anamus
sKcruryaTupyemMeix B P® wunpopmanmonusix cuctem nans ympasieHus JKKX
MOKa3bIBAET, YTO OCTaeTcss mnpoljema CO3JaHus €IUHOrO0 HH(OPMALUOHHOTO
MPOCTPAHCTBA JJISI OTOOpPAXKEHUSI B3aMMOJICHCTBHUSI C COOCTBEHHUKAMH >KUJIBA.
Jlaxxe camble coBeplieHHbIe cucTeMbl s ynpasieHus JKKX, skcrutyatupyemsie
YIPaBISIONUMU KOMITAHUSMHU (TOBAapHILECTBAMU COOCTBEHHUKOB KHJIbsI) OOBIYHO
OPHUEHTHPOBAHbl HAa TEXHUYECKUX COTPYAHUKOB YIPABISIOIMUX KOMIAHUU. OTO
03HAYaEeT, YTO COOCTBEHHUKH >KWJIbsl (B MHOTOKBAPTUPHBIX J0Max) HE BKIIIOUEHBI
KOHTYp  YIpaBJICHUS  MHOIOKBAPTUPHBIMM  JIOMaMH, B  KOTOPBIX OHH
HEIOCPEICTBEHHO ITPOKUBAIOT. 1Ipy 3TOM Takyr0 BO3MOKHOCTb JOCTATOYHO JIaBHO
IPEIOCTABIAIOT 3apyOeKHbIE HMH(MOPMAILMOHHBIE CUCTEMBI ISl YIPABJICHHUS
HEABWKUMOCTBIO [2]. OgHMM W3 BO3MOXHBIX IyTed (POPMHUPOBAHMSI €IUHOTO
UH(POPMALIMOHHOTO TPOCTPAHCTBA JUIsl COOCTBEHHUKOB JKWJbSI MOXET CTaThb
MHTErpalysl 3KCIUTyaTHPYEMBIX B YNPABIAIONIMX KOMIAHUAX (TOBapHILECTBAaX
COOCTBEHHUKOB KWibs) HUHPopManumoHHbix cucteM ¢ CRM-cuctemamu.
HNudpopmanmonnas cucrema SugarCRM sBsieTCsl BIIOJHE KOHKYPEHTOCIIOCOOHOM
JUIL TOTO, 4TOObI OBITH BBIOPAHHOM IS KOHKPETHOW YIPaBIISIONIEH KOMIaHUH
(ToBapwuILlecTBa COOCTBEHHUKOB KMibs). [Ipu 3TOM BBIOOp OyAET MPOU3BOIUTHCS C
NOMOIIBIO  AJITOPUTMA, KOTOPBIA OYIET YYUTHIBaTh YpPOBEHb T'OTOBHOCTHU
OpraHu3alliy K aBToMaru3aiuu [3].

Onucanue HHPPACTPYKTYPHI

HNudpactpykTypa OyIeT COCTOSATh U3 TPEX CEPBEPOB: cepBepa 0a3bl TaHHBIX
(B xauecTBe 0a3bl JaHHBIX OyaeT BbicTynaTbh MySQL), cepBepa nmpuiioKeHus, Ha
KOTOpOM OyJIeT pacroyiokeH BeO-cepBep Apache2 u HemocpencTBEHHO (aifiibl
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SugarCRM wu cepBepa-1uIt03a, 4epe3 KOTOPbId MOXKHO OyAET MOoJydaTh JTOCTYN K
NEPBLIM JBYM Ce€pBepaM, KpOME€ TOro, 3TOT cepBep OyAeT HMCIOJIb30BaThCs Kak
OpenVPN-cepBep AJ1s1 NOAKIIOUYEHN BHYTPEHHUX MoJib3oBareneii CRM-cuctemsl
KOMIIAaHMHM C 1eJbl0 UX paboThl B 3TOM cucTeMe. Takum o00pa3oM, MOKHO
yTBEpXKJlaTh, YTO yCTaHaBiIMBaeMas HWH(OpManuoHHas cucremMa He Oyjaer
NPEeAbIBISTh 3HAUNTENBHBIX TpeboBaHuil k UT-undpactpykrype ympasistoiien
opranu3zanuu (TCXK).

B kauectBe cepBepoB OynyT BbicTymate VDS (BuUpTyasbHBIE cepBepa),
pacmnoyioKeHHbIC Ha 0a3e XxocTepa HIKHETO IieHoBoro cermenta DigitalOcean.

Co3naHune u HACTPOIKA cepBepPOB

B manmenm ympaBnenus DigitalOcean co3maaum 3 cepBepa W JAaauM UM
MOHSATHBIC HA3BaHMSI, YTOOBI B NAJbHEHINIEM C JIETKOCTBhIO WX paznmmuath. Bee 3
cepBepa OyayT pabotath noj ynpasienrem Linux Ubuntu nmocneanei Bepcuu.

Yepes HECKOJIBKO MUHYT cepBepa roToBBI K padoTe. Kax bl cepBep umeer
nBa ceTeBbIXx nHTEpderica — WAN («BHEUTHUMY, Yepe3 KOTOPBIM MPOUCXOIUT
ob1ieHue ceprepa ¢ ApyruMu pecypcamu cetu MaTepHeT) 1 LAN («JIOKaJIBHBINY,
yepe3 KOTOPBIM Tpu Co37aHHbIE cepBepa O0IIAI0TC MEKIY CO0O0i).

Name IP Address

/A SugarCRM-DB
\=@ 512 MB/20 GB Disk/FRAI

138.68.89.161

. SugarCRM-HOST

\— ¢ G512 MB/20 GB Disk/FRAI

138.68.89.160

) . . 138.68.89159
— & 512 MB /20 GB Disk / FRA
Pucynok 1 — Co3nannbie cepBepa u HazHaueHHbIe UM [P-agpeca WAN-

uHTEepdercoB

Jlo6aBum cepBepa B miporpammy PuTTY u coxpaHuM MOJIKITHOYEHUS.
[Tockonbky nanens ynpasienus: DigitalOcean mo3BosisieT BKIIIOUUTh aBTOPU3AIUIO
SSH no kimrody a1 cepBepa €le Ha 3Tare ero Co3gaHus, TO MPOUece Nepexoia ¢
aBTOpHU3ALMU [0 NApOJ0 Ha aBTOPU3ALMIO MO KIrouy Oyner omymeH. Tem He
MEHEE, BAXKHO OTMETUTh MPOILIECC OrPAHUYEHUSI BO3MOKHOCTU aBTOPHU3AIUMU IO
SSH nns cepsepa B/l u cepBepa mpuiiokeHHsi — Ha MOMEHT co3nanusi SSH-
MPOIIECCHI BCEX TpeX cepBepoB «ciaymaroT» [P-ampeca, nmpus3annbie Kk WAN-
uHTepdericaM, WHBIMH CJIOBAaMH — HWHHIMUPOBATH SSH-MOgKITIOUEHHE MOXKET
0001 Tonb3oBaTeneil cetn MHTepHET. DTO OXKHMIaeMoe TOBEACHHE CepBepa-
[UII03a, HO BO3MOXHOCTh TMOJKIIOUEHUSI [IJIi JIByX OCTallbHBIX CEpPBEPOB
HEOOXOJAMMO OrpaHHuYUTh. JlemaeTcs 3TO OYeHb NPOCTO — YyCTaHaBIMBAEM
MOAKIIFOUEHUE C CEPBEPOM-IUIKO30M, BHYTPU 3TOTO MOJKIIOYEHUS WHULHUHPYEM
€llle OJIHO — CHaYaJla ¢ cepBepoM 0a3bl JaHHBIX, a 3aTEM C CEPBEPOM MPUIIOKEHUS,
U s KaXIOro MPOBOAMM ONEPAIMI0 PEeNaKTUPOBAHUS KOH(PUTYPALIMOHHOTO
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¢aitna SSH-cepBuca — MeHseM «mpociymBaembiin» [P-anpec Ha TakoBoit y LAN-
uHTepdeiica Kaxa0ro cepBepa COOTBETCTBEHHO.

&P root@SugarCRM-HOST: ~ - ] x
GNU nano 2.5.3

File: /etc/ssh/sshd config Modified

e v

Pucynox 2 — I[Ipouecc pegaktupoBanus KoHpuUrypamonHoro ¢aina SSH-
cepBuca

Hacrtpoiika cepBepa-uuiro3a

CepBep-1IU1t03  BBIMOJHSAET POJb CBA3YIOMIETO MOCTa MEXAY CEThIO
HuTepHeT 1 BHYTpeHHEN HHPPACTPYKTYpOil, B HAILIEM CJIy4yae COCTOSIIEH U3 ABYX
cepBepoB. Jlaxke HECMOTPS Ha KaXKYIIYIOCS U30BITOYHOCTh UCIIOJIb30BaHUS 1LTI032,
OMyCKaHUE €ro MHCIOJIb30BAHMUS U UCIOJIb30BAaHUE MPAMOro MOAKIIOYEHUS K
CEpBEpaM C YyBCTBHUTEIHHBIMU JTAHHBIMU (TaKUM, KakK cepBep 0a3bl JAHHBIX WU
CepBep MPUJIOKEHUS) YPEBATO YTEUKOW JAHHBIX B pe3yJibTaTe Pa3IMYHbIX aTak,
BEKTOP KOTOPBIX 0€3 HCIONb30BaHMs IIII03a PE3KO pacIIupsieTcsi: 3T0 U
ys3BUMOCTH B craHmapTHeix maketax OC  Ubuntu, u  ys3BEUMOCTH
HenocpeacTBeHHO B CRM-cucreme.

JIsist Tor0, 9YTOOBI COTPYAHUKHA KOMIIAHWW MOTJIM TIOJIb30BATHCS PEeCcypcamu
CRM, nactpoum OpenVPN-cepBep[4]. Li1g 3TOro, Mbl BOCIIOIB3yeMCS TPOAYKTOM
komnanuu-npousBoautessi OpenVPN — OpenVPN Access Server. TOT NpOIyKT
MO3BOJISIET aBTOMATU3UPOBATh OOJBIIMHCTBO MpOIECCOB HacTpoiiku VPN-
CepBEpa, a TaKXKe MMEET yIOOHYI0 CTpaHUIly AJIS MOAKIIOYEHHS, UCIIOJIb3YyEMYIO
kinueHTamu VPN-cepsepa.

VYcranoBka OpenVPN Access Server (cokp. AS) HUUEM HE OTIWYAeTCs OT
YCTAaHOBKM JAPYTMX MPOrPaMMHBIX I1aKETOB, IOATOMY €€ oOmnucaHue Oyjaer
onyieHo. [Tocne yctaHoBku AS, NIpoOU3BEAEM HECKOJIBKO BayKHBIX I1aroB.

Bo-niepBbIX, OTKIIOUMM MapHIpyTHU3AIMI0 BCETO Tpaduka KIMEHTOB 4Yepes3
VPN-cepBep, 4To0BI pecypchl B ceTH MHTEpHET OTKPBIBAIKMCH Yy TOJIb30BATENICH
0e3 ywactus cepBepa-uuito3a. Bo-BTopbiX, BKIOUUM «1pobpoc» B VPN-cets
JIOKaJIbHOW CETH, B KOTOPOW HAXOMSTCs cepBepa KoMmnaHnuu. CTOUT OTMETUTh, YTO
AS, KaKk mpaBuJIO, aBTOMaTHYECKH OTMpEAEIseT ceTeBble MHTeP(DENChl, NMEIOIINe
npuBaTHeie [P-agpeca W mojacTaBisieT WX B CHUCOK CeTeH, MOAJeXKaIInX
«mIpodOpocy».



[Toctynar. 2016. Nel0 ISSN 2414-4487

Routing

Should VPN clients have access to private subnets
(non-public networks on the server side)?
Mo

®  Yes, using NAT
Yes, using routing (advanced}
Specify the private subnets to which all clients should
be given access (as "network/ netmask_bits, one per
line):

1e.19.8.8/2@
1@.135.8.8/16

Should client Internet traffic be routed through the VPN?
® No

Yes

Pucynok 3 — Hactpolika mapuipytuzamuu AS

Haxkosnen, co3gagum mepBoro nosib3oBaTenss — userl — M paspemmM emy
noakmoyenue Kk VPN. Ilocne aroro nepesamyctum AS.

Allow
Mare 3 Dany
Username Group i Admin  Auto- Delete
Settings . Access
login
openvpn Mo Default Group ¥ Sho v
userl No Default Group L4 Hide Ld
Local Password: ' K Change Password )
Select IP Addressing : * Use Dynamic Use Static
Access Control
Select addressing method: & Use NAT Use routing

Allow Access To these Networks:

A
List subnets in network| nbirs form

Allow Access From: Ll all server-side private subnets
Allow Access From: ! all other VPN clients
VPN Gateway
Configure VPN Gateway: ® No ' Yes
DMZ settings
Configure DMZ IP address: * No Yes

Hew Usernamea:
No Default Group L

Require user permissions record for VPN access
| Save Settings |

Pucynox 4 — JloGaBneHnne HOBOTO M0Jib30BaTeNs B AS

Haxkonern, 3aiiieM Ha CTpaHUIy aBTOpPH3AIlMU I0Jb30BATENs, YKaXeM
JTaHHBIE CO3JIAaHHOTO paHee MO0JIb30BATEelIs Userl U BBIMOJHUM MOKIIIOYEHUE.
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138 68 89 159 OpenVPN Connect

1’ PENVPN

Usemame

useri

Passwaord

Connect » Go

Pucynok 5 — Ctpanuiia aBTOpU3aLy Noyb30oBarens AS
Ha sTom HacTpoiika nuir03a 3aKkOHYEHA.

Hacrpoiika cepsepa b/|

3necb W pganee OyAeM CUMTaTh, YTO BCE KOMIIBIOTEPHI, C KOTOPBIX
MPOUCXOAUT OOpalleHHe K JII0OOOMY U3 TpPEX CEPBEPOB, MOJKIIOUEHBI K CEPBEPY-
nutro3y yepe3 OpenVPN AS (eciiu He yka3aHO UHOE).

[Toaxmounmces k cepBepy b/l, ucnone3sys ero IP-agpec B nokanbHOM ceTH, a
3ateM yctaHoBuM B/ MySQL[5]. Otpenaktupyem daitn konpurypaunun MySQL,
paspemuB noAkIroYeHne K bJ[ TOJIbKO U3 JIOKaTbHOU CETH — ISl ITOTO YCTAaHOBUM
B KayecTBe «mpociymuBaromero» IP-aapeca Tor, koTopblii HazHaueH st LAN-
uHTep(deiica ceppepa.

user = mysgl

pid-file = /var/run/mysqgld/mysqgld.pid
socket = /var/run/mysgld/mysgld.sock
port = 3308

basedir = /usr

datadir = /var/lib/mysqgl

tmpdir = /tmp

lc-messages—-dir = /usr/sharse/mysgl

skip-external-locking

#

# Instead of skip-networking the default is now to listen only on
# localhost which is more compatible and is not less secure.
bind-address = 10.135.39.170 <je——————

#

# * Fine Tuning

#

PucyHok 6 — YcTaHOBKa OrpaHHYeHMs Ha NOAKI0UeHHE K BJ]

ITepezanyctum MySQL wu mnoakmtounmca k  bJl, ucnonme3dys CYB]]
HeidiSQL. Jlns storo, B kadectBe Xxocra ykaxkem IP-ampec cepsepa b/l B
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JIOKAIBHOM CETH, B Ka4€CTBE MMEHU IOJB30BATENsI — r00t, B KA4E€CTBE MAPOJS —
YCTaHOBJIEHHBIN BO BpeMsi ycTaHOBKM MySQL naposs.

8 Merenxep cearcos ? X
Wma ceaHca ~ ¢ Hactpoiikn  # flonoanwutensro [l Cratmctuka

Twn cetu: MySQL (TCP/IP) ~

Wns xocTa / IP: [1013530.170 |

T¢ SugarCRM *
[[]3anpawwsars yuetHbie aaHHbe

AyteHtnounkauwa Windows

Monb3oBaTens: root |

rapons |

MopT: 3306 =

[ oxamwiia nNpoToKon

basbl gaHHBIX: |"EUE‘3 TOUKY C 3anAaTon 7|

KommenTapuii:

:Oi,ﬂ,a‘ﬂ" [OXpaHWT | YaaauTb OtmeHa bonbwe ‘v
Pucynok 7 — Hactpoiika coequnenus B CYBJ] HeidiSQL

Co3manuM  HOBYHO 0a3y JaHHBIX, KOTopas OyAeT HCIOJIb30BaThCS
SugarCRM, a Takxe MmoJyib30BaTessi, KOTOPOro cucreMa OyAeT HCIOJIb30BaTh IS
MOJIKJIFOUEHUSI.

[Ipu co3gaHuM MOJB30BATENA, YKAXEM, YTO MOAKIOYATBCA OT €ro UMEHU
MO>KHO TOJBKO ¢ [P-agpecoB JIOKaJIbHON CETH, a TaK)Xe BbIAAJUM BCE NPHUBUIIETUN
Ha CO3JaHHYI0 paHee b/I.

Ha sTom Hactpoiika cepepa b/l 3akoHueHa.

Hacrtpoiika cepBepa npujioKeHust

3arpy3um zip-apxuB SugarCRM c penosutopus pazpadboruuka Ha GitHub
Ha cepBep MPHUJIOKEHUS U pacliaKyeM €ro B Manky /var/www/sugarcrm

VYcranoBum BeO-cepBep Apache2 u unreprperarop PHP[5], s3wika, Ha
kotopom Hamucana SugarCRM. YcraHoBka mpocta M CBOAUTCSA K BBEICHUIO
KOMAaHJbl HA YCTAHOBKY TAKETHOMY MEHEIIKEPY, TOITOMY pPaCCMAaTPUBATHCS 31ECH
He Oyzer. Ilocie ycraHOBKM HEOOXOIMMO HACTPOUTH BEO-CEpBEp — YCTAaHOBHTH
€ro «rmpociymuBaHue» Ha [P-ampec cepBepa IpuIOKEeHHUS B JIOKAJIBHOM CETH,
yT0061 CRM-cHcTemMa He Oblila BUHA TPETHUM JIHIaM (HE MOAKIIOUYeHHBIM K VPN
Ha 1u1r3e)[ 6].

# If you just change the port or add more ports here, you will likely also
# have to change the VirtualHost statement in
4 /etc/apache2/sites-enabled/000-default.conf

Listen 10.135.39.156:80 -«jee—
<IfModule ss1 module>
Listen 443
</IfModule>
<IfModule mod_gnutls.cx
Listen 443
</IfModule>

# vim: syntax=apache ts=4 sw=4 sts=4 sr ncet

Pucynok 8— Hactpoiika [P-aapeca nis «mpociymuBanus» BeO-cepBepoOM
Apache2
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[TpoBepuM KOPPEKTHOCTh YCTAHOBKHU BEO-CEpBEpa: €CIIH BCE CEIaHO BEPHO,
TO, TIipu Habope B Opaysepe BHemHero [P-agpeca cepBepa mpuiioxeHUs, AOHKHA
OBITh BBIJIaHA OIIMOKa, a MpU Habope BHYTpeHHero (jokanapHoro) IP-ampeca —
JOJKHA OTKPBIBATHCS CTaHAapTHAs MPOBEPOYHAS CTPAHMIIA.

10.135.39.156 Apache2 Ubuntu Default Page: It works

@ Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Pucynoxk 9 — CranapTHast mpoBepoYHas CTpaHulia Be0-cepBepa

YroObl BMECTO TECTOBOW CTpPAHUIBI OTKPBHIBAJIACH HEMOCPEICTBEHHO
SugarCRM, u3menuM ¢aiiin HaCTpOeK CTaHAAPTHOTO XOcTa (caita) [7]: yKaxkem B
KaueCTBE KOPHEBOW JUPEKTOPHH JAUPEKTOPHUIO /var/www/sugarcrm, B KOTOPYIO
panee ObuTH pacnakoBanbl (aitiel CRM-cucteMsl.

<VirtualHost *:80>
# The ServerName directive sets the request scheme, hostname and port that
the server uses to identify itself. This is used when creating
redirection URLs. In the context of virtual hosts, the ServerName
specifies what hostname must appear in the request's Host: header to

wvalue is not decisive as it is used as a last resort host regardless.

#
#
#
# match this wvirtual host. For the default virtual host (this file) this
#
# However, you must set it for any further virtual host explicitly.

#

Serverlame www.example.com

ServerAdmin webmaster@localhost
DocumentRoot /Var/www/SUgarcril e

# Available loglevels: trace8, ..., tracel, debug, info, notice, warn,
$ error, crit, alert, emerg.
$# It is also possible to configure the loglevel for particular

# modules, e.g.
#LogLevel info ssl:warn

Pucynoxk 10 — MI3MeHeHrE KOPHEBOU AUPEKTOPUH

Hakoner, nepe3arpy3um KoHGUTYypaInio BeO-cepBepa.
Ha »Tom, HacTpoiika cepBepa NpUIOKEHHUS 3aKOHUYEHA: B Opaysepe
OTKpBIBAETCs CTpaHUIA MEeHeIKepa ycTaHOBKU SugarCRM.

Hacrtpoiika SugarCRM

VYcranoBka SugarCRM mpoBOIWTCA € MOMOIIBIO BCTPOEHHOIO MacTepa
YCTaHOBKH, IMOATOMY OOJIBIIMHCTBO IIArOB HE BBI3OBET CIIOXKHOCTH. TeM He MEHee,
CTOUT OCTAHOBUTHCSI HA HEKOTOPBIX HETPUBUAIBHBIX.

[ITar npoBEpKM KOPPEKTHOCTH YCTAHOBKH IIPOBEPSIET, YCTAHOBJICHBI JIH
HE0OX0IMMbIe MOTYJIH JiJi1 uHTepnperaropa PHP, a Takke npaBuiibHO JIM yKa3aHbI
YpPOBHHU paspenieHui s GailjioB U JUpPEKTOpuil cuctembl. Ha pucyHke Huke
MOKa3aHbl MIPUMEPHI OMHMOOK, KOTOPHIE MOTYT BO3HUKHYTb IIPU TIPOBEPKE.
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Writable The config file exists but is not writeable. Please take the necessary steps to make the file writeable.
SugarCRM Depending on your Operating system, this might require you to change the permissions by running
Configuration chmod 766, or to right click on the filename to access the properties and uncheck the read only

File option.

(config.php)

The config override file exists but is not writeable. Please take the necessary steps to make the file
writeable. Depending on your Operating system, this might require you to change the permissions by
running chmod 766, or to right click on the filename to access the properties and uncheck the read

only option.
Writeahle The Custom Directory exists but is not writeable. You may have to change permissions on it (chmod
Custom 766) or right click on it and uncheck the read only option, depending on your Operating System.
Directory Please take the needed steps to make the file writeable.
Writable Cache The files or directories listed below are not writeable or are missing and cannot be created.
Sub- Depending on your Operating System, correcting this may require you to change permissions on the
Directories files or parent directory {chmod 755), or to right click on the parent directory and uncheck the "read

only’ option and apply it to all subfolders.

Pucynox 11 — IlpoBepka KOPPEKTHOCTH YCTaHOBKH OOHAPY>KUjIa HECKOIBKO
OIINOO0K

B 3TOM KOHKpEeTHOM cilydae, MoHaJ00UI0Ch U3BMEHUTh IpaBa AOCTyMNa JUis
daiina koHnpurypauuu cucreMsl config.php, a Takke yCTAaHOBUTDH BJIAJIETBIEM BCEX
nanok CRM-cuctembl monb3oBaressi, OT UMEHU KOTOPOIo 3alylleH BeO-cepBep
Apache2 (www-data).

Crnenyromuii BaXHBIN IIar — HACTPOMKA COeTUHEHHS ¢ 0a30i gaHHBIX. [
aroro, B mojue [P-ampeca BBemem mnokanbHbi [P-agpec cepeepa bJl, a B mons
ydeTHbIX AaHHBIX bJl — wHbOpmamuio o co3maHHOW paHee 0a3e JaHHBIX H
COOTBETCTBYIOLIEMY €1 MOJIB30BATEIIE.

nttp://10.135.39.156/install php

SUGARCOMMUNITY EDITION. ¥ SUGAR
Database Configuration

* Required field
Provide Database Name

Name of the database that will contain the data for the Sugar instance you are about to install

* Database Name
Name of web server or machine (host) en which the database is located ( such as localhost er www.mydomain.com ):
* Host Name 10.135.39.170

Provide Database User Information

The username and password of a database administrator who can create database tables and users and who can write to
the database is necessary in order to set up the Sugar database.

* Database Administrator Username sugarcrm |

Database Admin Password

For security purposes, you can specify an exclusive database user to connect to the Sugar database. This user must be able
to write, update and retrieve data on the Sugar database that will be created for this instance. This user can be the database
adminisirator specified above, or you can provide new or existing database user information

Sugar Database Username Same as Admin User ¥

Choose Demo Data

Populate Database with Demo Data?

Pucynok 12 — Ctpannua HacTpolku coequHeHus ¢ b1

Hakonen, Ha mocieaHeM IIare YCTAaHOBKHM TMOSIBJIIETCS OKHO BXOJa, B
KOTOPOM BBEJEM JaHHbIE TJIABHOTO aJMHHHUCTpATOpa CHUCTEMBI, yKa3aHHbLIE B
OJTHOM M3 MPEBIAYIINX IIar0B YCTAHOBKH.
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Welcome to

SUGARCOMMUNITY EDITION.

User Name admin
Password
LogIn

% Forgot Password?

Pucynok 13 — CtpaHuiua aBTopu3anuu

Hakonen, Mbl nosrydyaem noctyn B CRM-cucremy. Ha aTom pa3sBopaunBaHue
UHPPACTPYKTYPBl OKOHUYEHO. J[JIs1 KaKI0ro COTpyAHUKA OpraHU3allud, KOTOPOMY
notpedyercst goctyn k CRM-cucreme, motpebyercss co3nath Ba aKKayHTa — B
cepepe OpenVPN Access Server g ycrtaHoBiieHUuss VPN-coequHeHus, a Takxke
HenocpeacTBeHHO B SugarCRM.

3akio4eHnue

Ucnonb3oBanue CRM-cucrem u undopmanuonHon cucteMmbl SugarCRM B
YaCTHOCTM MOXET CTaTb OJHUM BAapUAHTOM [JIi  COBEPUICHCTBOBAHUS
(YHKIIMOHATBHBIX BO3MOXKHOCTEH CylIecTBYIOIIMX B P® wuHPOpMAIMOHHBIX
CUCTEM, OKCIUIyaTUPYEMBIX B YIPABISAIOIIMX OPraHU3alusax (TOBapHILECTBaxX
COOCTBEHHUKOB Xuibs). Takxke, BHeapenue CRM-cuctem (Hampumep,
SugarCRM) Moxer cTtaTh OJHMM U3 I1IaroB JUIsl CO3/JaHUsl  €AUHOTO
UH(GOPMAIIMOHHOTO TPOCTPAHCTBA, BKIIOYAIOUIETO COOCTBEHHUKOB JKWJIbS B
KOHTYp YIpPaBJIEHUS MHOTOKBapTUPHBIMH AoMaMmu. IIpu stom SugarCRM moxer
OBITH BBIOpAaHA JIJIsi B3aUMOJICUCTBUS C KIIMEHTaMH (COOCTBEHHUKAMHM JKHJIbS) KaK
uH(pOpMaIlMOHHAs CHUCTEMa, HE NPEIbSBIAIONIAs K OpraHU3allldd Cepbe3HBIX
TpeOOBaHUM K YypOBHIO TOTOBHOCTM K aBToMaTuzanuu, a Takke Kk IT-
UHOPACTPYKTYypE YNPaBIAIONIEH OpraHu3auu.
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