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AHHOTALMS

B nanHO# cTaThe paccMmarpuBaeTcs npumMep ucrosibzoBanus App ID Spring Boot
Starter, KOTOpbIN mpeAocTaBiIgeT pa3zpaboTyvkaM MpuiiokeHuit Spring Boot
npoctoit ciocod ucnosb3oBath IBM Cloud App ID st 3aiuThl B NpUI0KEHUSIX.
B cratee OyaeT ucCmonb30BaThbes S3BIK MpOTpaMMHUpoOBaHUsl Java u (ppeidMBOpK
SpringBoot.
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Abstract

This article provides an example of using the Spring Boot Starter App ID, which
provides Spring Boot application developers with an easy way to use the IBM Cloud
App ID to secure applications. The article will use the Java programming language
and the SpringBoot framework.
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1 BBenenne

1.1 AKkTyajibHOCTH

IBM Cloud App ID — o310 o6maynas ciayx0a, KOTOpas IO3BOJIAET
pa3paboTunkaM A00aBISATH B MPHIOKEHUS BO3MOXXHOCTH ayTEHTU(UKAIUU U
aBTOpHU3AIlMM, B TO BpeMs KaK BCE OINEPAIMOHHBIC AaCTHEKThl CIY>KOBI
obopabareiBatorcsi B IBM  Cloud Platform. Wnentudukarop mnpumoxeHus
MpeHa3Ha4YeH I pa3paO0TIMKOB, KOTOPHIE XOTST 3alUTUTh MPUIOKEHHUS, HO HE
UMEIOT PEeCypCcoB Ui peaju3alii BCeX MPOTOKOJOB Oe3omacHocTH. CepBuC
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MPEIOCTABIISICT TaKWe BO3MOXXHOCTH, Kak OOJa4YHBIA Kartajor, ¢eaepanuio
KOPIIOPaTUBHBIX yIOCTOBEPEHHI, BXOJ YEPE3 COLMAIBHBIE CETH, CHCTEMY €UHOTO
BX0/1a, HACTPAMBAEMBIN BUXKET BXOJla B CUCTEMY, THOKUE DJIEMEHTHI YIIpaBICHUS
JIOCTYTIOM U TIPO(UIIM MOJIB30BaTENe!, MHOTO(PAKTOPHYIO ayTeHTHU(UKALINIO, HA00p
SDK a1t ynoOHOM HACTpONKH MPUIIOKEHU.

1.2 O030p uccjaenoBaHui

B.JI. PagumeBckuii u A.J[. KynbHeBHY omnucanu NOpUHLOHI PadOTHI
pacmpezeiienHoro opokepa coodmenuii Kafka mist BEICOKOCKOpOCTHOM ITepenauu u
arperaumu jgaHHeix [1]. FO.A. ®népo u JIJI. Beimuuckuii paspabortanu
IporpaMMmy JUIsSI OpraHU3aIiK B3auMoaeicTBrs ¢ WeDb-KimeHTaMu B TpOrpaMMHBIX
komiuiekcax [2]. A.M. Kypenenko pazpaborai mporpaMMmy npeaHa3HAYCHHYIO s
reHepaluu, npyueMa u nepeayd THIMM3UPOBAHHBIX COOOIIEHUH IS MPOrPaAaMMHOIO
opokepa Apache Kafka [3]. M.A. IlotroBuuenko, M.B. IlpuBanos u C.B. KopHes
paccMoTpenu pa3paboTKy MPOrpaMMHOTO MPOAYKTa, KOTOPBIM 00ecTeunBaeT yuer
JIAHHBIX TIOCCIICHHUS 3aHATHH CTYJICHTOB, a Takke 3ammuTy ux pador [4]. B.A.
CyxoMJiuH omucal KpaTKo B CBOEW CTaThe MNPHUHIMI paboTa KOMIUIEKCHOM
IPOrpamMMBbl JTOTIOJHUTEIHHOTO 00pa30BaHUsl, OPUEHTUPOBAHHYIO HA MOITOTOBKY
pa3paboTyrKoB Java enterprise nmpuioxxeHwuii [5].

1.3 Ileanb uccieaoBanusi
Lens nccnenoanus — ucnonb3zoBaTh App ID Spring Boot Starter 1uist 3amuTel
npuioxeHus Spring Boot ¢ momomsio App ID.

2 MarepuaJibl U METO/bI
Jlnst peanuzanuu OyJIeT MCHOJIB30BAThCS SA3bIK NMPOrpaMMUpOBaHus Java u
eiiMmBopk SpringBoot.
P P

3 Pe3yabTaThl U 00CYKIAEHMS
Ha crpanune «Spring Initializry crenepupyem «Maven Project» co
cienyronmmMu crienduranusmu (puc.l).
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Spring Initializr

Bootstrap your application

Project Maven Project

Language

Spring Boot

Project Metadata
com.example
appid

> Options

Dependencies [o}

Spring Web
Build web, including RESTful, app!

Uses Apache Tomcat as the defaul

Pucynok 1 — Co3ganue mpoekra

Hanee B kartanore IBM Cloud B kareropunm «be3zonacHocTh
uaeHTUGuKaus» Beioepem ciry:x0y App ID (puc.2).

1BM Cloud

Type @ ~ Viewing 26 products

rs: | Security X Clear all

) Professional services
) Oon
Uo ® &
Hyper Protect Virtual Server AnonTech ViziVault Platform App ID
Delivery method By 1BM By Anon T ogy, 1 By IBM

[ Cloud Paks Create and run virtual servers on IBM LinuxO} Man: ersonal information as-a-service safely, User Authentication and User Profiles for your apps
nd| ost 5 Linu d platform. mpliance with data privacy
s o create Hyper Protect Virtual Servers far VPC ... ng
Free = HIPA d + IAM-enabled + Lite » Free » EU Supported » Financial Services validated »
v u - e . E -
Deployment target ~ [3
[[] 18M Cloud Kubernetes Service Container Security Services Hyper Protect Crypto Services 1BM Cloud Data Shield
By 1BM By IBM By IBM
[ I8M Cloud Schematics
Data licated key management run
[C] Red Hat OpenShift servi module (HSM) - using ve
FIPS .
Works with ~ BM supported 1BM support [AM-enabled » 16M supported

Pucynox 2 — Bo16op ciyx0»1 Ha caiite IBM

Jlanee oTpemakTupyem pazapXUBUPOBAHHBIM TPOEKT «Spring Initializry u
nob6aBuM KoHpurypamuio B «application.yml» ¢aiin co cireayrmuMiu UMEeHaMU
CBOMCTB (puc.3)
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spring
security
oauth2
client
registration
appid

clientId clientId
clientSecret clientSecret
region region

tenantId tenantId

Pucynok 3 — ®aitr application.yml

Tenepr mo0aBum Url ampec mepenampabneHus. i 3TOro HaxosICh Ha
naHe’au MOHHUTOpUHTa ciykObl App ID, mepelimem B pasnen «YmpaBieHUE
MIPOBEPKOM MOJJIMHHOCTUY, J1ajiee « Y PaBIECHUE MOCTABIIMKAMH YIOCTOBEPEHUIN.

Ho6aBum «http://localhost:8080/login/oauth2/code/appid» B xauectBe URL-
ajpeca BeO-TiepeHanpaBIICHHUS.

Manage Authentication ¥/ MPP LU TL7 USed | YYU AULNENUCAUON BVENT aVAIEDIE | veans

: defal : [ a gs
Cloud Directory Resource group: default  Location: Dallas  Add Tags
Identity Providers
User Profiles

Manage Identity Providers

Login Customization
Applications Identity Providers Authentication Settings
Connections

Service credentials

Add web redirect URLs
Plan Registering your redirect_uri with App 1D ensures that only authorized clients are allowed to participate in the authorization workflow. Make sure you register the redirect_uri of applications that you

http://locall g 2/cod X

trust. For more information about redirects see the dc

Pucynok 4 — JloOaByienue aapeca nepeaapecanu

[Tocne Toro xak «App ID» 3aBepmaer mpomecc OAuth2, oH
nepenanpanisierca Ha ykazanabeii URL-anpec.

Taxxe mo6asum «App ID Spring Boot Starter» u apyrue HeoOXoaumbie
3aBUCHUMOCTH B pom.xml (pwuc.5).
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dependencies

dependency
groupld:com.ibm.cloud. appid</groupld
artifactId:appid-spring-boot-starter< /artifactId
version . version

dependency

dependency
groupld:org.springframework.boot</groupId
artifactId spring-boot-starter-web< /artiftactId

dependency

dependency
groupld:org.webjars<,/groupld
artifactId:jquery</artifactId
version . version

dependency

dependency
groupId:org.webjars</groupIld
artifactId:>webjars-locator-core</artifactId

dependency

dependency
groupld:org.webjars<,/groupld
artifactId:js-cookie</artifactId
version . version

dependency

dependency
groupld:org.webjars</groupld
artifactId:bootstrap</artifactId
version . version

dependency

dependencies

Pucynok 5 — ®aitn Pom.xml

Cozmamum knacce  «SecurityConfiguration.java» u a00aBUM HacTpOMKU
0e3omacHocTH (pucC.6)

@Contiguration
@EnableWebSecurity
SecurityConfiguration WebSecurityConfigurerAdapter {

configure(HttpSecurity http)
http
.authorizeRequests()
.antMatchers("/login®*", "Jfuser", "/userInfo").authenticated()
.and()
.oauth2login()};

Pucynok 6 — Kiacc SecurityConfiguration
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3mech  TPOUCXOAWT  HACTpOMKa  OE€30MacHOCTH MPH  PACHIMPEHUU
«WebSecurityConfigurerAdapter»  kjgacca u  mHepeonpeneieHud  MeToja
«configurey.

«/user» u  «/userInfo»  KOHeuHblEe  TOYKM  JOCTYHHBI  TOJBKO
ayTeHTU(PUITUPOBAHHOMY MOJIB30BATEIIO.

YUroOsl  nmobOaButh  KoHeuHble Toukd REST, co3mamuM  Kkiacc
«UserController.java» n qo6aBum ux (puc.7).

@RestController
UserController {

@RequestMapping("/user")
Principal user(@AuthenticationPrincipal Principal principal) {
principal;

1
I

@RequestMapping("/userInfo")
userInfo(@AiuthenticationPrincipal Principal principal) {
.valueOf(principal);

Pucynox 7 — Knacc UserController

Koneunass Touka «/user» TMpPEeAOCTaBIsAET BOIIEAIIEMY B CHCTEMY
MOJIb30BATENILCKUN O0BEKT, a KOHEYHas Touka «/userlnfo» Bo3BpamiaeT cTpoky c
JTAHHBIMU TIOJIb30BATEIIS.

Cozgaaum daiin B ¢dopmate «index.html», u noGaBwTe ciemyromuii Ko,
KOTOPBIN TTOKa3bIBaeT HH(GOPMAITHIO O BOIIEAIIEM B CUCTEMY MOJIb30BaTene (puc.d)
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UULTYFE ATmL
html lamg-"en”
head

meta charset="UT
meta name " content
title:Spring Boot App ID Sample: /title
link type-"t " href-="
script type
script type

script
script

script type
.ajaxSetup({
beforeSend : function(xhr, settings) {
(settings.type PO settings. type
(1{/ http:.*/.test(setti
xhr. setRequestHeader(

P settings.type "DELE settings.type
https:.*/.t {settings.url))}) {
", Cookies.get( b H
}

xhr.setRequestHeader(” » Cookies.get -TOKEN"));

» function(data) {
ata.principal Y {
html({data.principal.attributes.name);
J.html{data.principal.attributes.sub);
).html{data.principal.attributes.email);
").html{data.principal.attributes.identities[¢].provider);
J.hide();

J.show();
.hide();
13H|
-get(”

", Ffunction{data) {
{data.includes( i
("#u

{".u

).hide();
}

show();
hide();

+-

strong:Logged in as: <span id span:</strong

br
br
strong:Sub strong:<span id-="

Email strong:<span id="us

Provider strong:<span id="

User Profile Information strong

Pucynox 8 — ®aiin index.html

Tenepb MOXKHO 3aIyCKaTh MPOEKT U MPOBEPSTH €ro padoty (puc.9).

- @

(® localhost:8080 Search

Login

Pucynoxk 9 — I'naBHas ctpanuia

Tenepr HakMeM Ha KHOIIY aBTOPH3AllMd W yOEIUMCS, YTO aBTOPH3AIIUS
npoucxoaut Ha ctopore App ID (puc.10).
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@ @& https:/{us-south.appid.cloud.ibm.com/oauthfv4/5b9241aa-eb B | e € | | Q search

f  Login with Facebook

G+ Login with Google

Email

Password
a8

Forgot password?

Don't have an account? Sign up!

Pucynoxk 10 — Ilepeanpecarus ajisi aBTOpU3aluu

[Tocne ycmenrHoro Bxojaa Oy/eTe BBIMOJHEHO MEepeHanpaBlieHue 00paTHO B
o0paszel MPUJI0KEeHUS, KOTOPbIA ObLT co3/1aH ¢ MH(OpPMALIUEH O MOIb30BaTeNe.

BeiBOABI

App ID Spring Boot Starter ympoiaeT HacTpoMKy M HCHOJb30BaHHE
OpUiio)KeHUsT B cTuie Spring Security ¢ HCHOJBb30BAHUEM aBTOMATHUYECKOM
HACTPOMKH B CBOMCTB Spring Boot.
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