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AHaJIN3 Ka4yecTBa Nepeaadym JaHHbIX B 001a4HOM cepBuce OneDrive ¢
ucnoJabn3oBanneM Wireshark
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Cmyoenm

AHHOTALIUA

B crathe paccMaTpuBaeTcs mpollecc aHadM3a KadecTBa Tepeladyd JaHHBIX IPH
B3aMMOJICUCTBUM ¢ 00nadHbIM cepBucoM OneDrive ot xommanuu Microsoft. C
nomomplo cHudepHoit nporpammel Wireshark ObpT1 mpousBeaeH mnepexBar
ceTeBoro Tpaduka BO BpeMsl 3arpy3ku M ckaumBaHusi aiinmoB. Ha ocHoBe
MIOJTyYEHHBIX JIAHHBIX MPOBE/ICHA OIIEHKA XapaKTePUCTUK KaHaJla CBSI3U B IIPSIMOM U
0OpaTHOM HampaBJICHUSIX, OTIPE/ICIICHBI KIFOUYEBbIC MTapaMeTPhl KauecTBa MepeIadn
JTaHHBIX.
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Abstract

The article discusses the process of analyzing the quality of data transmission when
interacting with the OneDrive cloud service from Microsoft. The Wireshark sniffer
program was used to intercept network traffic during file uploads and downloads.
Based on the data obtained, the characteristics of the communication channel in the
forward and reverse directions were evaluated, and key parameters of data
transmission quality were determined.
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1 BBenenmne

1.1 AKTYaJIbHOCTH

O6naunbie cepBuCHl, Takue kak OneDrive, akKTMBHO HCHOJIB3YIOTCS IS
XpaHeHus U oOMeHa JIaHHBIMH, YTO JISJIAeT BaXXHBIM BOIPOC KaueCTBa UX PaOOTHI.
AHanu3 ceTeBoro Tpaduka NOMOraeT MoHsATh, HACKOJIBbKO 3(PPEKTUBHO MPOUCXOJIUT
nepenadya WHGOPMAIIMM MEXITy KINEHTOM W CEPBEPOM, a TaKKE BBISIBUTH
BO3MOKHBIE Y3KHE MecTa B KaHalie cBsi3u. MccienoBanue akryanbHO juisa UT-
CIEIHUAIIMCTOB, CETEBBIX aIMUHUCTPATOPOB U MOJIb30BaTENEH, 3aMHTEPECOBAHHBIX B
MOBBIIICHUN TPOU3BOAUTEIHHOCTH 00JIAYHBIX TEXHOJIOTHH.
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1.2 O030p uccienoBaHuii

N.J. Wupsiee u JI.E. Ilonok B cBoei paboTe paccMaTpUBAIOT 00JIAYHOE
xpanuiuiie OneDrive, aHanu3upys €ro poJjib B HU(PPOBU3AIUU SKOHOMHUKH U
KJItoueBble (PyHKIIMOHANBbHBIE BO3MOXHOCTH [1]. O.A. AOpaMkuHa wucciemyer
METOJMKHN aHajdu3a ceTeBoro tpaduka ¢ momomipto Wireshark, yaemnssi ocoboe
BHUMaHue TCP-ceancaM u u3BIeueHMIO niepeaaBaeMbix JaHHbIX [2]. A.IL. Kupees,
J.B. KonmbikoB u ap. usydaroT npumeHeHue Wireshark st mMoHuTOopuHTra
KOPIIOPaTUBHBIX CETEU, JEMOHCTpHUpPYSd €ro S(PPEeKTUBHOCTb B BBISIBICHUU
anoManuii Tpaduka [3]. E.B. MemikoBa paccmMarpuBaeT NMpaKTHUYECKHUE ACMEKTHI
nepexBaTa 1 aHajIn3a CeTeBBIX JaHHBIX C Ucoiab30BanueM Wireshark, moguepkuBas
€ro 3HauYCHHE B JMArHOCTHKE ceTeBbix coeauHenuit [4]. K.M. KyOamnueB u
B.A.Py)xHUKOB wHccienyloT Bo3MokHOCTH Wireshark B mepexBare makeToB
CIICIMAJIM3UPOBAHHBIX MPOTOKOJIOB, Takux Kak Xl1, dYro mnoxarBepxkaaer
YHUBEPCAIBHOCTh TAHHOTO UHCTPYMEHTA [5].

1.3 Hean ucciaeaoBaHus

Llens nuccnenoBaHusl — OIIEHUTh KaueCTBO Iepefadyu JaHHBIX TPHU paboTe C
obnaunbIM cepBrcoM OneDrive, mpoaHanu3upoBaB CETEBOU TpaPUK C MOMOIIBIO
Wireshark. Onpenenuth, B KakoM HallpaBjieHUU (3arpy3Ka WM CKaYMBaHUE) KaHAI
CBSI3M 00JIa/Ia€T JYUYITUMU XapaKTePUCTUKAMHU.

2 MarepuaJjbl 1 METOABI

HccnenoBanre MpOBOAMIIOCH C HCIIOJNB30BAHUEM CETEBOIO aHAIU3aTopa
Wireshark s mepexBara u ananuza tpaduka npu padore ¢ OneDrive. MeTtonuka
BKJIIOYAJIa TECTOBbIE Nepenadd (ailioB ¢ MOCIHEAYIOIIEd OLEHKOW CKOpPOCTH,
3aJIepKEeK U MOTEPh MAKETOB B 000MX HANPABJICHUIX. ITO MO3BOJIMIO OOBEKTUBHO
CpPaBHUTH KaYECTBO KaHaja IPH 3arpy3Ke U CKaYMBaHUU JAHHBIX.

3 Pe3yabTaThl U 00CYKIAEHMS
[Ipexxne Bcero Hy)KHO YCTaHOBHTH M HACTPOHUTH HEOOXOAUMBIE ITPOTrPaMMBbI

(puc. 1).

Welcome to Wireshark 4 4 1 x64 g
Setup

Thig wizard will guide you through the instaliation of

Wireshark.

Before starting the installation, make sure Wireshark is not

running.

Click Mext' to continue,

MNext > Cancel

Pucynok 1. Ycranoska WinPcap u Wireshark
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BrmonaseM komanay «ping www.onedrive.com» B cmd (puc. 2).

1

BN Komangnaa ctpoka - ping www.onedrive.com — [m| X

SaWMWEHbI.

MH AaHH

Pucynok 2. Komanna ping

[Tpoxomum ayrenTudukanuio B O6maynom cepsuce OneDrive (puc. 3).

OneDrive P Nouex sean
+ Mobasun.
Sed osed =
Mow dannsi
() Fraswan
| & Mow gaiin 1 Wma [ara wamenenmn Pasmep aiina Coumii gocryn
4] @atorpadum
e ! Doxymentsi W an
88 OBuwii aocryn
Wsobpaxens 2 pevis Hazag
T Kopaura
P*PsPeCFPIPUPSC Ce 4,06.2024
O630p daitnos no
= PaGouwii cron AeHs Hazan
1g10087.gif
Niunoe xpanuanwe Ink 7.

@=| MAPCdock

Hauano pasors: ¢ OneDrive.pdf

Pucynoxk 3. Pa6ouwuii cron OneDrive

OcymectBuMm miepexBaT Tpaduka cetu Internet ¢ MOMOIIBIO TPOTPAMMBI
Wireshark. Huxxe nokazansl makeTbl MAKCUMAaJIbHON U MUHUMAJILHOM UIMHBI [TAKETa
B pealibHOM Tpaduke, KoTopbie OynyT uaru toiabko mnocie ClientHello u Tonbpko B
dbopmare TCP (puc. 4).

R ceee e e e ceeege e

21 2.6928681 142.250.217.174 TCP 54 65174 = 443 [ACK] 5eq=2911 Ack=598 Win=518 Len=8
22 2.893833 192.168.1.35 TLSv1.2 309 Application Data
23 2.894@35 142.250.217.174 TLSv1.2 89 Application Data
24 2.694883 192.168.1.35 TLSv1.2 85 Application Data
25 2.694978 192.168.1.35 TLSv1.2 93 Application Data
26 2.695054 142.250.217.174 TCP 54 65174 » 443 [ACK] 5eq=2946 Ack=923 Win=5@9 Len=8
27 2.695288 142.259.217.174 TLSv1.2 93 Application Data
28 2.814827 52.182.143.21@ TCP 54 65131 + 443 [FIN, ACK] Seq=1 Ack=1 Win=1828 Len=8
815192 5. .143.218 TCP 66 65193 + 443 [SYN] Seq=8 Win=65535 Len=8 MS5=1460 W5=256 SACK_PERM
a ) 58.134.119 1% 35 2 68 RST.

.936370 142.256.217.174 192.168.1.35 TCP 68 443 + 65174 [ACK] 5eq=923 Ack=2935 Win=1824 Len=8

2
32 3.823291 52.182.143.210 192.168.1.35 TCP 60 443 » 65131 [FIN, ACK] Seq=1 Ack=2 Win=16389 Len=0
33 3.823519 192.168.1.35 52.182.143.21@ TCP 54 65131 - 443 [ACK] Seq=2 Ack=2 Win=1828 Len=8
34 3.823845 52.182.143.210 192.168.1.35 TCP 66 443 + 65193 [SYN, ACK] Seq=B Ack=1 Win=65535 Len=8 MS5=1448 W5=256 SACK_PERM
35 3.@824@879 192.168.1.35 52.182.143.21@ TCP 54 65193 + 443 [ACK] Seq=1 Ack=1 Win=262144 Len=@
36 3.824359 192.168.1.35 52.182.143.21@ TLSv1.2 283 Client Hello (SNI=self.events.data.microsoft.com)
37 3.251827 52.182.143.210 192.168.1.35 TCP 1414 443 » 65193 [ACK] Seq=1 Ack=238 Win=4195328 Len=136@ [TCP PDU reassembled in 44]
38 3.251953 52.182.143.210 192.168.1.35 TCP 1414 443 » 65193 [ACK] Seq=1361 Ack=23@ Win=4195328 Len=1368 [TCP PDU reassembled in 44]
39 3.252019 192.168.1.35 52.182.143.21@ TCP 54 65193 - 443 [ACK] 5eq=238 Ack=1361 Win=262144 Len=8
4@ 3.252039 52.182.143.210 192.168.1.35 TCP 1414 443 » 65193 [ACK] 5eq=2721 Ack=230 Win=4195328 Len=1368 [TCP PDU reassembled in 44]
41 3.252@388 192.168.1.35 52.182.143.21@ TCP 54 65193 » 443 [ACK] Seq=238 Ack=2721 Win=262144 Len=8
42 3.252135 192.168.1.35 52.182.143.218@ TCP 54 65193 » 443 [ACK] Seq=238 Ack=4081 Win=262144 Len=@
43 3.252155 52.182.143.210 192.168.1.35 TCP 1414 443 » 65193 [ACK] Seq=4831 Ack=23@ Win=4195328 Len=1368 [TCP PDU reassembled in 44]
44 3,252228 52.182.143.219 192.168.1.35 TLSv1.2 922 Server Hello, Certificate, Certificate Status, Server Key Exchange, Server Hello Done
45 3.252274 192.168.1.35 52.182.143.21@ TCP 54 65193 - 443 [ACK] 5eq=238 Ack=5441 Win=262144 Len=@

Pucynoxk 4. ITepexsar tpaduka B Wireshark

Ha navanpHOM 3Tarme HCCIICIOBAHUA, IIPH OTCYTCTBUU aKTUBHOU nepecaadu
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JAHHBIX, OB 3a()UKCHPOBAH MUHUMAIIBHBIN pa3Mep CETEeBBIX KaapoB — nmopsiaka 90
Oaifr. JlaHHBIE KaJapbl COOTBETCTBYIOT CIIyX)eOHOMY Tpaduky (ympaBlsionine
naketsl TCP, ARP-3anpocs! u gpyrue poHOBbIE ceTeBble B3aUMOJEHCTBUS ) (pUC.S).

11 2.414278 192.168.1.35 142.250.217.174 TLSvi.2 978 Application Data

12 2.534574 162.244.34.43 192.168.1.35 TCP 66 8886 » 57953 [ACK] Seq=1 Ack=2 Win=4 Len=0 SLE=1 SRE=2

13 2.574387 149.154.167.99 192.168.1.35 TLSv1.2 167 Application Data

14 2.621317 192.168.1.35 149.154.167.99 TCP 54 64545 » 443 [ACK] Seq=333 Ack=227 Win=2060 Len=0

15 2.655574 142.256.217.174 192.168.1.35 TCP 60 443 » 65174 [ACK] Seq=1 Ack=1361 Win=1629 Len=0

16 2.655696 142.250.217.174 192.168.1.35 TCP 60 443 > 65174 [ACK] Seq=1 Ack=1948 Win=1827 Len=0

17 2.655720 142.250.217.174 192.168.1.35 TCP 60 443 > 65174 [ACK] Seq=1 Ack=1987 Win=1827 Len=0

18 2.655750 142.250.217.174 192.168.1.35 TCP 60 443 » 65174 [ACK] Seq=1 Ack=2911 Win=1824 Len=0

19 2.657120 142.256.217.174 192.168.1.35 TLSvi.2 93 Application Data

28 2.692648 142.258.217.174 192.168.1.35 TLSv1.2 612 Application Data

21 2.692801 192.168.1.35 142.250.217.174 TCP 54 65174 » 443 [ACK] Seq=2911 Ack=595 Win=519 Len=0

22 2.693833 142.256.217.174 192.168.1.35 TLSvi.2 389 Application Data

23 2.694835 192.168.1.35 142.250.217.174 TLSv1.2 89 Application Data

24 2.694883 142.250.217.174 192.168.1.35 TLSv1.2 85 Application Data

25 2.694978 142.250.217.174 192.168.1.35 TLSvi.2 93 Application Data

26 2.695054 192.168.1.35 142.256.217.174 TCP 54 65174 » 443 [ACK] 5eq=2946 Ack=923 Win=509 Len=0

27 2.695288 192.168.1.35 142.258.217.174 TLSv1.2 93 Application Data

28 2.814627 192.168.1.35 52.182.143.210 Tcp 54 65131 » 443 [FIN, ACK] Seq=1 Ack=1 Win=182@ Len=0

29 2.815192 192.168.1.35 52.182.143.210 TcP 66 65193 + 443 [SYN] Seq=6 Win=65535 Len=0 MSS=146@ W5=256 SACK_PERM
! 8 60 93.158.134.119 1 .1.3 64166 q
! 31 2.936370 142.250.217.174 192.168.1.35 TCP 60 443 > 65174 [ACK] 5eq=923 Ack=2985 Win=1824 Len=0
: 32 3.023291 52.182.143.210 192.168.1.35 TcP 6@ 443 » 65131 [FIN, ACK] Seq=1 Ack=2 Win=16389 Len=2
! 33 3.823519 192.168.1.35 52.182.143.210 TCP 54 65131 » 443 [ACK] Seq=2 Ack=2 Win=1620 Len=8

34 3.823845 52.182.143.218 192.168.1.35 TCP 66 443 + 65193 [SYN, ACK] Seq=B Ack=1 Win=65535 Len=@ M55=1448 WS=256 SACK_PERM
‘ 35 3.824879 192.168.1.35 52.182.143.210 TCP 54 65193 » 443 [ACK] Seq=1 Ack=1 Win=262144 Len=0

Pucynox 5. Ananus cereBoro Tpaduka g0 nepegaun (aiina

B nporecce 3arpy3ku/ckaunBanus Qaitna B oonaynoe xpanwiuiine OneDrive
HaOJIIOAJIOCh YBEIMYEHUE JJIMHBI KaJpoB J0 MaKcUMajibHOro 3HaueHus (1414
0aiiT), 4TO COOTBETCTBYET MpeJeiabHO JomycTuMoMy pasmepy Ethernet-gpeiima
(MTU 1500 6aiiT ¢ y4eToM 3arojoBKOB). DTO CBHJETEIbCTBYET 00 aKTHBHOMU
nepeaayue Moje3HbIX JTaHHBIX ¢ MAaKCUMAIIbHON 3()(PEKTHBHOCTHIO MCIIOIB30BaHUS
KaHasa cBsa3u (puc.6).

51 3.465818 192.168.1.35 52.182.143.218 Tcp 1414 65193 + 443 [ACK] Seq=1247 Ack=6360@ Win=261120 Len=136@ [TCP PDU reassembled in 66]
52 3.465881 192.168.1.35 52.182.143.218 Tcp 1414 65193 + 443 [ACK] Seq=2607 Ack=636@ Win=261120 Len=136@ [TCP PDU reassembled in 66]
53 3.465142 192.168.1.35 52.182.143.218 TCP 1414 65193 > 443 [ACK] Seq=3967 Ack=6360 Win=261120 Len=136@ [TCP PDU reassembled in 66]
54 3.465207 192.168.1.35 52.182.143.218 TCP 1414 65193 > 443 [ACK] Seq=5327 Ack=6360 Win=261120 Len=136@ [TCP PDU reassembled in 66]
55 3.465272 192.168.1.35 52.182.143.218 TCP 1414 65193 > 443 [ACK] Seq=6687 Ack=6360 Win=261120 Len=136@ [TCP PDU reassembled in 66]
56 3.465339 192.168.1.35 52.182.143.218 TCP 1414 65193 > 443 [ACK] Seq=3847 Ack=6360 Win=261120 Len=136@ [TCP PDU reassembled in 66]
57 3.465489 192.168.1.35 52.182.143.218 TCP 1414 65193 > 443 [ACK] Seq=9487 Ack=6360 Win=261120 Len=136@ [TCP PDU reassembled in 66]
58 3.465475 192.168.1.35 52.182.143.218 TCP 1414 65193 > 443 [ACK] Seq=18767 Ack=6368 Win=261120 Len=136@ [TCP PDU reassembled in 66]
59 3.465538 192.168.1.35 52.182.143.218 TCP 1414 65193 > 443 [ACK] Seq=12127 Ack=6368 Win=261120 Len=136@ [TCP PDU reassembled in 66]
68 3.673247 52.182.143.218 192.168.1.35 TCP 68 443 > 65193 [ACK] Seq=6360 Ack=2667 Win=4195584 Len=08

61 3.673398 52.182.143.218 192.168.1.35 TCP 68 443 > 65193 [ACK] Seq=6368 Ack=5327 Win=4195584 Len=8

62 3.673464 192.168.1.35 52.182.143.218 TCP 1414 65193 > 443 [ACK] Seq=13487 Ack=636@ Win=261120 Len=136@ [TCP PDU reassembled in 66]
63 3.673565 192.168.1.35 52.182.143.218 TCP 1414 65193 > 443 [ACK] Seq=14847 Ack=636@ Win=261120 Len=136@ [TCP PDU reassembled in 66]
64 3.673631 52.182.143.218 192.168.1.35 TCP 68 443 > 65193 [ACK] Seq=6368 Ack=8847 Win=4195584 Len=8

65 3.673635 192.168.1.35 52.182.143.218 TCP 1414 §5193 + 443 [ACK] Seq=16287 Ack=636@ Win=26112@ Len=136@ [TCP PDU reassembled in 66]
66 3.673784 192.168.1.35 52.182.143.218 TLSv1.2 1388 Application Data

67 3.673776 192.168.1.35 52.182.143.218 TCP 1414 §5193 » 443 [ACK] Seq=18813 Ack=636@ Win=26112@ Len=136@ [TCP PDU reassembled in 75]
68 3.673832 192.168.1.35 52.182.143.218 TCP 1414 §5193 » 443 [ACK] Seq=28173 Ack=636@ Win=26112@ Len=136@ [TCP PDU reassembled in 75]
69 3.673882 192.168.1.35 52.182.143.218 TCP 1414 §5193 » 443 [ACK] Seq=21533 Ack=636@ Win=26112@ Len=136@ [TCP PDU reassembled in 75]
78 3.673938 192.168.1.35 52.182.143.218 TCP 1414 §5193 » 443 [ACK] Seq=22893 Ack=636@ Win=26112@ Len=136@ [TCP PDU reassembled in 75]
71 3.673977 192.168.1.35 52.182.143.218 TCP 1414 §5193 » 443 [ACK] Seq=24253 Ack=636@ Win=26112@ Len=136@ [TCP PDU reassembled in 75]
72 3.674825 192.168.1.35 52.182.143.218 TCP 1414 §5193 + 443 [ACK] Seq=25613 Ack=636@ Win=26112@ Len=136@ [TCP PDU reassembled in 75]
73 3.674858 52.182.143.218 192.168.1.35 TCP 68 443 > 65193 [ACK] Seq=6368 Ack=18767 Win=4195584 Len=@

74 3.674895 52.182.143.218 192.168.1.35 TCP 68 443 > 65193 [ACK] Seq=6368 Ack=13487 Win=4195584 Len=@

75 3.674117 192.168.1.35 52.182.143.218 TLSv1.2 112 Application Data

Pucynok 6. MonuTopuHr Tpaduka Bo Bpems nepenayu ¢aiiia
[To oxoH4YaHUM 3arpy3Ku/ckaurBaHus (ailia pasmep KaapoB BO3Bpalaics K
WCXOHBIM 3HAYEHUsM (B Auamna3one 54-253 0aiiT), 4TO COOTBETCTBYET CIIYKEOHBIM

nakeTam (TIOJITBEPKACHUAM Mepeaaun, yrpasistomuMm coodmernsm TCP u npyrum
3aBEPIIAIOIIUM CETEBBIM B3aUMOACHCTBUAM) (pHC.7).
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171 1@.658598 185.162.138.8 192.168.1.35 TCP 6@ 8886 + 57950 [PSH, ACK] Seq=1 Ack=1 Win=4 Len=3

172 1@.658753 192.168.1.35 185.162.138.8 TCP 57 57958 + 8886 [PSH, ACK] Seq=1 Ack=4 Win=518 Len=3
173 1@.658868 192.168.1.35 149.154.167.99 TCP 54 64548 + 443 [ACK] Seq=1379 Ack=1194 Win=2856 Len=8
174 10.793671 185.162.138.8 192.168.1.35 TCP 6@ B386 » 57958 [ACK] Seq=4 Ack=4 Win=4 Len=@

175 11.489793 162.244.34.4 192.168.1.35 TCP 6@ 8336 + 5796@ [PSH, ACK] Seq=1 Ack=1 Win=8 Len=3
176 11.489952 192.168.1.35 162.244.34.4 TCP 57 57968 + 8886 [PSH, ACK] Seq=1 Ack=4 Win=518 Len=3
177 11.759857 162.244.34.4 192.168.1.35 TCP 6@ 8386 + 5796@ [ACK] Seq=4 Ack=4 Win=8 Len=0

178 11.792164 192.168.1.35 185.2253.94.42 TCP 55 63748 + 8886 [ACK] Seq=1 Ack=1 Win=511 Len=1

179 11.988229 185.223.94.42 192.168.1.35 TCP 6@ B286 + 63748 [ACK] Seq=8 Ack=2 Win=8 Len=0

.168.1.35 TCP 6@ 8886 + 57966 [PSH, ACK] Seq=1 Ack=1 Win=8 Len=3

182 11.978684 185.162.138.26

183 11.978961 192.168.1.35 .162.130.26 TCP 57 57966 + 8886 [PSH, ACK] Seq=1 Ack=4 Win=511 Len=3
184 12.121766 185.162.138.26 -168.1.35 TCP 68 BB36 + 57966 [ACK] Seq=4 Ack=4 Win=8 Len=8

185 12.443176 192.168.1.35 .154.167.99 TLSv1.2 253 Application Data

186 12.621848 149.154.167.99 .168.1.35 TLSv1.2 167 Application Data

187 12.625299 162.244 .34 .42 -168.1.35 TCP 6@ 8886 - 57950 [PSH, ACK] Seq=1 Ack=1l Win=4 Len=3
188 12.625496 192.168.1.35 .244.34.42 TCP 57 57959 + 8886 [PSH, ACK] Seq=1 Ack=4 Win=511 Len=3
189 12.674598 192.168.1.35 149.154.167.99 TCP 54 64543 + 443 [ACK] 5eq=1578 Ack=1387 Win=2056 Len=@
196 12.887988 192.168.1.35 142.2568.217.174 TCP 55 65175 + 443 [ACK] Seq=l Ack=1 Win=515 Len=1

191 12.896898@ 162.244.34.42 192.168.1.35 TCP 6@ B386 + 57959 [ACK] Seq=4 Ack=4 Win=4 Len=@

192 13.189374 185.162.128.91 192.168.1.35 TCP 6@ 8386 + 57961 [PSH, ACK] Seq=1 Ack=1 Win=8 Len=3
193 13.189539 192.168.1.35 185.162.128.91 TCP 57 57961 + 8886 [PSH, ACK] Seq=1 Ack=4 Win=511 Len=3

.241319 . .1. . 65175 + 443 [RST, ACK] Seq=1362 Ack=1 Win=0 Le

'
|

! 195 13.339576 185.162.128.91 192.168.1.35 TCP 68 BB36 + 57961 [ACK] Seq=4 Ack=4 Win=8 Len=8
' s el L .

3aBCPIICHUA IICPCaAAYN

Pucynox 7. Ouenka tpaduka mocie

[TonydyeHHble gaHHBIC HMIOpPTHpPYeM B Excel mims malbHeHIero aHaau3a
(puc.8).

A B 5 D E F G H I 1 K L M N (o]

1 ', "Source","Destination","Protocol”,"Length","Info"

2 1,"0.000000","192.168.1.35","87.250.251.119","TCP","55","64172 > 443 [ACK] Seq=1 Ack=1 Win=508 Len=1"

3 |2,"0.109642","87.250.251.119","192.168.1.35","TCP","66","443 > 64172 [ACK] Seq=1 Ack=2 Win=166 Len=0 SLE=1 SRE=2"

4 |3,"0.407516","192.168.1.35","149.154.167.99","TLSv1.2","187","Application Data"

5 |4,"0.565388","149.154.167.99","192.168.1.35","TLSv1.2","167","Application Data"

6 |5,"0.609408","192.168.1.35","149.154.167.99","TCP","54","64548 > 443 [ACK] Seq=134 Ack=114 Win=2060 Len=0"

7 |6,"2.263810","192.168.1.35","162.244.34.43","TCP","55","57953 > 8886 [ACK] Seq=1 Ack=1 Win=511 Len=1"

8 |7, 149.154.167.99","TLSv1.2","253","Application Data"

9 |8, 142.250.217.174","TCP","1414","65174 > 443 [ACK] Seq=1 Ack=1 Win=513 Len=1360 [TCP PDU reassembled in 9]"
10 |9,"2.414183", 142.250.217.174","TLSV1. '641"," Application Data"

11 |10,"2.414231","192.168.1.35","142.250.217.174","TLSv1.2","93","Application Data"

12 11,"2.414278","192.168.1.35","142.250.217.174", "TLSv1.2","378","Application Data"

13 12,"2.534574","162.244.34.43","192.168.1.35","TCP","66","8886 > 57953 [ACK] Seq=1 Ack=2 Win=4 Len=0 SLE=1 SRE=2"

14 |13,"2.574387","149.154.167.99","192.168.1.35", "TLSv1.2","167"," Application Data"

15 |14,"2.621317","192.168.1.35","149.154.167.99","TCP","54","64548 > 443 [ACK] Seq=333 Ack=227 Win=2060 Len=0"

16 15,"2.655574","142.250.217.174","192.168.1.35","TCP","60","443 > 65174 [ACK] Seq=1 Ack=1361 Win=1029 Len=0"

17 |16,"2.655696","142.250.217.174","192.168.1.35","TCP","60","443 > 65174 [ACK] Seq=1 Ack=1948 Win=1027 Len=0"

18 |17,"2.655720","142.250.217.174","192.168.1.35","TCP","60","443 > 65174 [ACK] Seq=1 Ack=1987 Win=1027 Len=0"

19 18,"2.655750","142.250.217.174","152.168.1.35","TCP","60","443 > 65174 [ACK] Seq=1 Ack=2911 Win=1024 Len=0"

20 |19,"2.657120","142.250.217.174","192.168.1.35","TLSv1.2","93","Application Data"

21 |20,"2.692648","142.250.217.174","192.168.1.35", "TLSv1.2","612","Application Data"

22 |21,"2.692801","192.168.1.35","142.250.217.174","TCP","54","65174 > 443 [ACK] Seq=2911 Ack=598 Win=510 Len=0"

23 22,"2.693833","142.250.217.174","192.168.1.35", "TLSv1.2","309","Application Data"

24 |23,"2.694035","192.168.1.35","142.250.217.174","TLSv1.2","89"," Application Data"

25 |24,"2.694883","142.250.217.174","192.168.1.35","TLSVL. "Application Data"

26 25,"2.694978","142.250.217.174","192.168.1.35", "TLSv1. "

27 |26,"2.695054","192.168.1.35","142.250.217.174","TCP","54","65174 > 443 [ACK] Seq=2946 Ack=923 Win=509 Len=0"

28 |27,"2.695288","192.168.1.35","142.250.217.174","TLSv1.2","93"," Application Data"

29 28,"2.814627" 2.182.143.210","TCP","54","65131 > 443 [FIN, ACK] Seq=1 Ack=1 Win=1020 Len=0"

30 29,"2.815192" 2.182.143.210","TCP","66","65193 > 443 [SYN] Seq=0 Win=65535 Len=0 MS55=1460 WS5=256 SACK_PERM"
31 |30,"2.822360","93.158.134.119","192.168.1.35","TCP","60","443 > 64166 [RST, ACK] Seq=1 Ack=1 Win=166 Len=0"

32 31,"2.936370","142.250.217.174","192.168.1.35", "TCP","60","443 > 65174 [ACK] Seq=923 Ack=2985 Win=1024 Len=0"

33 32,"3.023291","52.182.143.210","192.168.1.35","TCP","60","443 > 65131 [FIN, ACK] Seq=1 Ack=2 Win=16389 Len=0"

34 |33,"3.023519","192.168.1.35","52.182.143.210", "TCP","54","65131 > 443 [ACK] Seq=2 Ack=2 Win=1020 Len=0"

35 |34,"3.023845","52.182.143.210","192.168.1.35","TCP","66","443 > 65193 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 M5S=1440 WS=256 SACK_PERM"
36 35,"3.024079","192.168.1.35","52.182.143.210","TCP","54","65193 > 443 [ACK] Seq=1 Ack=1 Win=262144 Len=0"

37 35,"3.024359","192.168.1.35","52.182,143,210","TLSv1.2","283","Client Hello (SNI=self.events.data.microsoft.com)"

38 |37,"3.251827","52.182.143.210","192.168.1.35","TCP","1414","443 > 65193 [ACK] Seq=1 Ack=230 Win=4195328 Len=1360 [TCP PDU reassembled in 44]"
39

38,"3.251953","52.182.143.210","192.168.1.35","TCP","1414","443 » 65193 [ACK] Seq=1361 Ack=230 Win=4195328 Len=1360 [TCP PDU reassembled in 44]"

W45 [ gegee T

Pucynok 8. Ta6muia B Excel

BbruncnuM  3agepkky nepeadd B eXCel, s 3TOro BOCHOJIB3YyeMCs
pacnpeneneHueM nHGOPMAITUH IO KOJIOHKaM (puc. 9).
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A B G D E F G H I J K L M N
1 |No. Time Source  Destinatic Protocol Length  Info
2 10.000000 152.168.1.87.250.251TCP 55 64172 > 443 [ACK] Seg=1 Ack=1 Win=508 Len=1
3 2 0.109642 87.250.251192.168.1. TCP 66 443 > 64172 [ACK] Seg=1 Ack=2 Win=166 Len=0 SLE=1 SRE=2
4 3 0.407516 192.168.1.149.154.1¢TLSVL.2 187 Application Data
5 4 0.565388 149.154.1£192.168.1. TLSv1.2 167 Application Data
5 5 0.609408 152.168.1. 149.154.1¢ TCP 54 64548 > 443 [ACK] Seq=134 Ack=114 Win=2060 Len=0
7 6 2.263810 192.168.1.162.244.3:TCP 55 57953 = 8886 [ACK] Seq=1 Ack=1 Win=511 Len=1
3 7 2.409616 152.168.1.149.154.1¢TLSv1.2 253 Application Data
3 8 2.414113 152.168.1. 142.250.21TCP 1414 65174 > 443 [ACK] Seq=1 Ack=1 Win=513 Len=1360 [TCP PDU reassembled in 9]
9 2.414183 152.168.1.142.250.21TLSv1.2 641 Application Data
10 2.414231 192.168.1.142.250.21TLSVL.2 93 Application Data
11 2.414278 152.168.1. 142.250.21TLSv1.2 978 Application Data
12 2.534574 162.244.3£/192.168.1. TCP 66 8886 > 57953 [ACK] Seq=1 Ack=2 Win=4 Len=0 SLE=1 SRE=2

13 2.574387
14 2.621317
15 2.655574
16 2.655696
17 2.655720
18 2.655750
19 2.657120
20 2.692648
21 2.692801
22 2.693833
23 2.694035
24 2.694883
25 2.694973
26 2.695054
27 2.695283
28 2.814627
29 2.815192
30 2.822360
31 2.936370
32 3.023291
33 3.023519
34 3.023845
35 3.024079
36 3.024359
37 3.251827

149.154.1€192.168.1. TLSv1.2
192.168.1. 149.154.1¢ TCP
142.250.21192.168.1. TCP
142.250.21192.168.1. TCP
142.250.21192.168.1. TCP
142.250.21192.168.1. TCP
142.250.21192.168.1. TLSv1.2
142.250.21192.168.1. TLSv1.2
192.168.1. 142.250.21 TCP
142.250.21192.168.1. TLSv1.2
192.168.1. 142.250.21 TLSv1.2
142.250.21192.168.1. TLSv1.2
142.250.21192.168.1. TLSv1.2
192.168.1. 142.250.21TCP
192.168.1. 142.250.21 TLSV1.2
192.168.1. 52.182.14: TCP
192.168.1.52.182.14:TCP
93.158.13£192.168.1. TCP
142.250.21192.168.1. TCP
52.182.14:192.168.1. TCP
192.168.1.52.182.14: TCP
52.182.14:192.168.1. TCP
192.168.1. 52.182.14: TCP
192.168.1.52.182.14: TLSVL.2
52.182.14:192.168.1. TCP

167 Application Data
54 64548 > 443 [ACK] Seqg=333 Ack=227 Win=2060 Len=0
60 443 > 65174 [ACK] Seg=1 Ack=1361 Win=1029 Len=0
60 443 > 65174 [ACK] Seg=1 Ack=1948 Win=1027 Len=0
60 443 > 65174 [ACK] Seg=1 Ack=1987 Win=1027 Len=0
60 443 > 65174 [ACK] Seg=1 Ack=2911 Win=1024 Len=0
93 Application Data

612 Application Data
54 65174 > 443 [ACK] Seqg=2911 Ack=598 Win=510 Len=0

309 Application Data
89 Application Data
85 Application Data
93 Application Data

54 65174 > 443 [ACK] Seq=2946 Ack=923 Win=509 Len=0
93 Application Data

54 65131 = 443 [FIN, ACK] Seq=1 Ack=1 Win=1020 Len=0
66 65193 > 443 [SYN] Seq=0 Win=65535 Len=0 MS5=1460 W5=256 SACK_PERM
60 443 > 64166 [RST, ACK] Seq=1 Ack=1 Win=166 Len=0
60 443 > 65174 [ACK] Seg=923 Ack=2985 Win=1024 Len=0
60 443 > 65131 [FIN, ACK] Seq=1 Ack=2 Win=16389 Len=0

54 65131 > 443 [ACK] Seq=2 Ack=2 Win=1020 Len=0
66 443 > 65193 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 M55=1440 W5=256 SACK_PERM
54 65193 > 443 [ACK] Seg=1 Ack=1 Win=262144 Len=0

283 Client Hello [SNI=self.events.data.microsoft.com)

1414 443 > 65193 [ACK] Seq=1 Ack=230 Win=4195328 Len=1360 [TCP PDU reassembled in 44]

A A A A A A - R A A L R N A L A - A A R SR -

38 3.251953 52.182.14:192.168.1. TCP 1414 443 > 65193 [ACK] Seq=1361 Ack=230 Win=4195328 Len=1360 [TCP PDU reassembled in4

_ PHéyHOK 9. Pacnipenenénnas tabnmna B Excel

[Ipou3BenéM BBIYMCIICHHUS, PEAKIIMS CEpPBEPA BHICUMTHIBAETCS MO (hopmyJie:

Peakiua cepBepa = otTBeT cepBepa — 3ampoc = 3.024-0 = 3.024 cexk.
PaccuntaeM 1OJIE3HYI0 MPOIMYCKHYIO CIHOCOOHOCTH CETH JUIsl  KaJpoB
MaKCHMaJbHOTO U MUHUMAJIBHOTO pa3Mepa B TEOPUH U Ha MPAKTHUKE.

MakcumanbHblii pazmep kanapa FEthernet co cmykeOHO# wuHbOpMalmeit
cocrapisier 1526 Oait (12208 Owurt), MuHUMaNbHBIA — 72 Oaut (576 Our),
MEXKaJIpOBBIM UHTEPBAT — 96 OUT.

Paccuntaem mnepuon ciemoBaHUs KaJApoB, BpeMs Nepenadyd Kajpa Mpu
ckopoctu 100MOuT/c, W 3aTeM ONpeNearuM YacTOTy CJEIOBAHMUS KaJpoB,
MPOXOSIIUX 10 CeTH 3a 1CeKyHIy IS KaJipa MUHUMAIbHOU JIJIMHBI.

3HAUUT, KaJIp MUHUMAIBHOU JJIMHBI B 576 OUT TpeOyeT BpeMs MPOXO0XKICHHUS
B 576 bt. YuTeM Tak jxe MeXKKaJApOBbIH HHTEpPBAI: 576+96=672 bt.

MuHuManeHas JJIMHA makera (Teopernyeckas) — 72 Oaiita MakcumalbHast
JUIMHA TakeTa (Teopetmyeckas) —1526 Oaiita MuHumanbHas JyiMHa nakera (10
peanbHOMY Tpaduky) — 54 Oaiita; MakcumainbHas JJIMHA Maketa (MO peajbHOMY
Tpaduky) — 1414 Gaiir.

MesxkaapoBslii HHTEpBa = 96 bt

54*8=432 Dbt - pasmep kaapa MUHMMAIbHOW JUIMHBI Ha MPAKTHKE

T=528/100=5,28 MKC — Bpemsi IPOXOKIEHUS KaJpa MUHIMAIbHOU JJTMHBI HA
IPaKTHKE

1414*8=11 312 bt - pasmep kaapa MaKCHMaJbHOW JWHBI Ha MPAKTHUKE

T= 11408 /100=114,08 Mxc — BpeMsi MPOXOKACHUS KaJipa MaKCUMaIbHOU
JUTMHBI HA TIPaKTUKE
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YacTora cienoBaHus Kaapa:

F muH. Teop.=1/cnen.kaapos=148809 kamp/c

F makc. Teop.=1/cnen.xaapos=8127 xamap/c

F muH. pean.=1/cnen.kagpos=189393 kamp/c

F makc. pean.=1/cnen.xkaapos= 8765 kanup/c

[Tmon B MOuT/c Mo moiay4yeHHbIM JIaHHBIM JUIs Tpaduka cetu VHTEpHET ¢
npumeHenueM O6maunoro Cepsuca OneDrive.

[T MUH. TEOP.=8* Vo * F = 8 * 72 *148809 = 85,71Mbur/c

[T Makc.Te€Op.=8*Vyon * F =8 * 1526 *8127 = 99,21 M6ut/c

[0 MuH.pean.=8*Vyo, * F = 8 * 54 *189393 = 81,81 Mowut/C

[0 Makc.pean.=8*Vyo, * F = 8 * 1414 * 8765 = 99,14 Mowut/C

4 BuIBoaBI

B xone uccnemoBaHusi OBLIM TOMYYEHBI JaHHBIE O KadyecTBE Iepeladu
nHpopMaruu Mexay KiueHToM u cepBepoM OneDrive. BBISBICHBI BO3MOKHBIC
(dhakTOphl, BIMSIONIME HAa IPOM3BOJUTEIILHOCTH (HAlpUMeEp, 3aJCepPXKKH, MOTEpPHU
nakeToB). Pe3ynbTrarel MOTYT OBITH MCIIOJIB30BAaHBI JIJII ONTHMH3AIMKU PabOTHI C
00JIaYHBIMU CEPBHCAMU W YJIYUIICHHUS IMOJb30BaTEILCKOTO omnbiTa. MccienoBanue
JTeMOHCTpUpYyeT 3G(PEKTUBHOCTh, HcHmodb30BaHusg Wireshark nma  ananmsa
00JIaYHBIX CEPBHUCOB M MOJXKET OBITh IOJIE3HO [IJIs JAJIbHEHIIUX H3BICKAHUM B
00JIaCTH CETEBBIX TEXHOJIOTHM.
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